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1)  What is Voice Over IP (VoIP)? 
 
Voice over IP (VoIP) is a technology that converts speech into data packets and transmits these packets over 
Internet Protocol (IP) networks.   As most organisations already have existing data networks in place, 
considerable cost savings can be achieved by utilizing these networks for speech transmission. 
 
There are many factors that should be considered when implementing VoIP.  Without careful planning and 
installation there is potential for poor quality speech, unreliability, and disruption to the existing data networks. 
 
This document describes the potential problems and possible solutions to these problems.  There is also a 
troubleshooting section to help with any problems that can occur. 
 
 
1.1  TDM to IP Conversion 
 
TDM (Time Division Multiplexing) is a technique used in traditional telephone systems to allow multiple 
channels of information to be transmitted over the same link by allocating a different time interval ("slot" or 
"slice") for the transmission of each channel.   This technique is used internally in the Telephone System but 
cannot be used over IP based data networks. 
 
Therefore, it is necessary for the Telephone System to convert the TDM data to IP.  This conversion is carried 
out by the DSP (Digital Signal Processors) on VoIP cards.  Each DSP can handle one TDM-to-IP conversion.  
For example, a 4 port VOIPU card contains 4 DSP resources and can support 4 simultaneous calls. 
 
 
1.2  VoIP Mode 
 
There are several methods of VoIP operation.  These can be categorised as: 
 
�� Extensions (standards based phones) 
�� Extensions (proprietary – with greater feature transparency) 
�� Trunks (basic calls between multiple Telephone Systems)) 
�� Networking (feature-rich networking between Telephone Systems) 
 
The modes available depends on the model of Telephone System and the hardware/software installed.  Please 
refer to the specific manual for your product to determine which modes are available. 
 
 
1.3  Protocols and Standards 
 
VoIP is commonly used to connect Telephone Systems and telephones from different manufacturers together.  
To allow this interoperability each system must adhere to the same standard and “talk the same language” 
(known as a protocol).  There are various standards and protocols that are used.  The most common types 
(and those used by NEC equipment) are: 
 
Session Initiation Protocol (SIP) 
SIP is a proposed standard, developed by the Internet Engineering Task Force (IETF) for setting up sessions 
between one or more clients. It is currently the leading signaling protocol for Voice over IP, gradually replacing 
H.323 in this role.  SIP has been designed to be future proof and is very flexible. 
 
H.323 
H.323 is a recommendation from the International Telecommunication Union (ITU-T) that defines the protocols 
to provide audio-visual communication sessions on any packet network.  It is a part of the H.32x series of 
protocols which also address communications over ISDN and PSTN.  This signaling method is closely related 
to ISDN and is inflexible and difficult to implement new features. 
 
Proprietary  
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Most telephone system manufacturers have developed their own protocols to transmit their own proprietary 
features between Telephone Systems.  This method usually provides a very feature-rich and integrated VoIP 
network, but is limited to connecting systems from the same manufacturer.  Usually, if one or more of the 
Telephone Systems (or IP Telephones) is supplied by another manufacturer it is necessary to use a standards-
based protocol (ie. SIP or H.323) 
 
Please refer to the Compatibility section below 
 
 
1.4  CODECs 
 
The term CODEC (COder/DECoder) describes the technology of encoding and decoding a signal.  Within VoIP 
this specifically refers to the algorithm used to convert speech from the PBX to data for transmission on an IP 
network. 
 
The three most common CODECs used are: 
 
G.711 
This is the ITU-T recommendation for coding of speech at 64kbps using PCM (pulse code modulation).  This 
CODEC is often described as uncompressed as it uses the same sampling rate as the traditional telephony 
(TDM).  G.711 has a MOS score of 4.2 but uses a large amount of bandwidth for transmission.  This CODEC is 
not commonly used due to the amount of bandwidth required, although it can be acceptable in LAN 
environment (ie. System IP Phones connected over a 100Mbps LAN). 
 
G.729A 
This ITU-T recommendation describes the algorithm for coding of speech signals at 8kbps using CS-ACELP 
(conjugate-structure algebraic code-excited linear prediction).  This codec samples the analogue signal at 
8000Hz and uses a frame size of 10ms.  This CODEC has a MOS score of 4.0.  G.729 is the most commonly 
used CODEC for Aspire VoIP installations.  This is due to the fact that it offers high compression (and therefore 
low bandwidth) whilst maintaining good speech quality. 
 
G.723 
This ITU-T recommendation describes a very low bit-rate compression algorithm.  The standard describes two 
versions 5.3Kbps and 6.4Kbps.  Aspire uses the higher bit rate.  This CODEC offers low bandwidth speech 
transmission, but has a lower MOS score of 3.9.  This CODEC is not commonly used on the Aspire, but is 
particularly suited to low bandwidth WAN connections. 
 
 
MOS. The mean opinion score (MOS) provides a numerical measure of the quality of human speech at the 
destination end of the circuit. The scheme uses subjective tests (opinionated scores) that are mathematically 
averaged to obtain a quantitative indicator of the system performance 
 
 
1.5  Compatibility 
 
It should be noted that NEC Infrontia Limited does not guarantee that any third-party equipment will operate 
correctly with NEC Infrontia equipment. 
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2)  Factors Affecting Voice Quality 
 
2.1  Quality of Service (QoS) 
 
Quality of Service (QoS) is one of the most important factors for VoIP.  The term refers to the perceived quality 
of speech and the methods used to provide good quality speech transmission.  There are several factors that 
affect speech quality, and several mechanisms that can be used to ensure QoS.   
 
This section describes the problems that can occur and some possible solutions.   
 
 
2.2  Latency (Delay) 
 
If at any point the usage on the network exceeds the available bandwidth, the users will experience delay, also 
know as latency. In more traditional uses of an IP data network, the applications can deal with this latency. If a 
person is waiting for a web page to download, they will accept a certain amount of wait time. This is not so for 
voice traffic. Voice is a real time application, which is sensitive to latency. If the end-to-end voice latency 
becomes too long (250 ms, for example), the call quality would usually be considered to be poor. Another 
important thing to remember is that packets can get lost. IP is a best effort networking protocol. This means the 
network will try its best to get your information there, but there is no guarantee.  
 
Delay is the time required for a signal to traverse the network. In a telephony context, end-to-end delay is the 
time required for a signal generated at the talker's mouth to reach the listener's ear. Therefore end-to-end delay 
is the sum of all the delays at the different network devices and across the network links through which voice 
traffic passes. Many factors contribute to end-to-end delay, which are covered next.  
 
The buffering, queuing, and switching or routing delay of IP routers primarily determines IP network delay. 
Specifically, IP network delay is comprised of the following:  
 
Packet Capture Delay  
Packet capture delay is the time required to receive the entire packet before processing and forwarding it 
through the router. This delay is determined by the packet length and transmission speed. Using short packets 
over high-speed networks can easily shorten the delay but potentially decrease network efficiency. 
 
Switching/Routing Delay 
Switching/routing delay is the time the router takes to switch the packet. This time is needed to analyse the 
packet header, check the routing table, and route the packet to the output port. This delay depends on the 
architecture of the switches/routers and the size of the routing table.  
 
Queuing Time  
Due to the statistical multiplexing nature of IP networks and to the asynchronous nature of packet arrivals, 
some queuing, thus delay, is required at the input and output ports of a packet switch. This delay is a function 
of the traffic load on a packet switch, the length of the packets and the statistical distribution over the ports. 
Designing very large router and link capacities can reduce but not completely eliminate this delay. 
 
 
2.3  Jitter (Delay Variation) 
 
Delay variation is the difference in delay exhibited by different packets that are part of the same traffic flow.  
High frequency delay variation is known as jitter. Jitter is caused primarily by differences in queue wait times for 
consecutive packets in a flow, and is the most significant issue for QoS. Certain traffic types-especially real-
time traffic such as voice, are very intolerant of jitter. Differences in packet arrival times cause choppiness in 
the voice.  
 
All transport systems exhibit some jitter. As long as jitter falls within defined tolerances, it does not impact 
service quality. Excessive jitter can be overcome by buffering, but this increases delay, which can cause other 
problems. With intelligent discard mechanisms, IP telephony/VoIP systems will try to synchronize a 
communication flow by selective packet discard, in an effort to avoid the "walkie-talkie" phenomenon caused 
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when two sides of a conversation have significant latency. Aspire incorporates a Jitter Buffer to avoid these 
problems. 
 
 
2.4  Packet Loss 
 
IP is an unreliable protocol which means that in some circumstances packets of data can be discarded 
(dropped) by the network.  This usually occurs when the network is particularly busy. 
 
Loss of multiple packets of a voice stream may cause an audible pop that will become annoying to the user.  To 
maintain voice quality, packet loss should not exceed around 3% of all packets.  Obviously this figure should be 
as close to 0% as possible.   
 
 
2.5  CODEC Selection 
 
The CODEC used will affect the voice quality due to the different compression algorithms used, and the amount 
of bandwidth required (see:  Bandwidth and CODECs).   
 
For example, on a low bandwidth WAN link, using a high bandwidth CODEC (such as G.711) may cause 
“choppy” speech as the WAN link will suffer from congestion.  In this case, a lower bandwidth CODEC (such as 
G.729) may be more appropriate. 
 
 
2.6  Bandwidth 
 
Available bandwidth has a major influence on voice quality in VoIP networks.  Bandwidth is usually expressed 
in the number of bits per second (bps) that can be transmitted over a network link.  The amount of bandwidth is 
usually limited by the service provider or the physical cables that are used for transmission. 
 
Examples of bandwidth 
Ethernet LAN   100Mbps 
ISDN (one B-Channel)  64Kbps 
ADSL    256Kbps/1Mbps (see asymmetric bandwidth section) 
 

 
 
 
Bandwidth is typically shared between VoIP and other data applications.   It is important to take into account 
the amount of bandwidth required for voice and data applications.  The amount of bandwidth required for VoIP 
calls depends on several factors, including: 
 
�� Number of simultaneous calls 
�� CODEC used 
�� Frame Size 
�� Data Networking Protocol used 
 
The more frames we encapsulate into each packet, the less bandwidth is required.  This is because each 
packet transmitted has the same header size - therefore if lots of very small packets are sent we are also using 
bandwidth for lots of header information.  If we add several frames to the packet, we have fewer packets 
transmitted and therefore have less header information sent.   
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If we add lots of voice frames to each packet we know that we are using less bandwidth, but this does have 
disadvantages.  If we have a large packet size, and a particular voice packet is lost, this will have a greater 
impact on the speech quality.  If we are using small quantity of voice frames per packet the effect of losing a 
packet is reduced.  
 
As a general rule:  The more frames we have per packet, the less bandwidth is used, but the quality is lower. 
 
Example one: 
CODEC:   G.729 
Frame Size:   10ms 
Voice Frames per Packet: 2 
Voice Sample Size:  20ms (frame size x Voice Frames) 
Bandwidth Required:  24Kbps 
 
Example two: 
CODEC:   G.729 
Frame Size:   80ms 
Voice Frames per Packet: 8 
Voice Sample Size:  80ms (frame size x Voice Frames) 
Bandwidth Required:  12Kbps 
 
Note:  Figures above do not take into account Layer 2 overhead.  This varies dependant on the Layer 2 
protocol used (eg. Ethernet, Frame Relay, PPP). 
 
The graph below shows the bandwidth requirements for 1 VoIP call using the CODECs and Networks specified.  
This can be used for an indication of the required bandwidth.  
 

 
 
 
Increasing the bandwidth on a data connection can resolve some voice quality issues, however this is often 
impossible due to physical cable limitations, or more commonly, cost. 
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2.7  Frames per packet 
 
See explanation in the Bandwidth section above. 
 
Increasing the amount of frames per packet (also described as VIF, Sample Size, and Fill Time) can reduced 
the bandwidth requirement and therefore improve voice quality.  If the number of frames per packet increases 
too much the voice quality can deteriorate as the voice calls become more susceptible to packet loss and 
additional delay is introduced. 
 
 
2.8  Layer 2 Protocol 
 
All VoIP packets are encapsulated into a Layer 2 protocol (eg. Ethernet, PPP, Frame Relay) for transmission 
over the data network.  Every Layer 2 protocol has different characteristics and header sizes.  This means that 
the amount of bandwidth will vary dependant on the protocol used.    
 
The bandwidth graph above shows the affect of different Layer 2 protocols on the bandwidth requirement.  
Unfortunately it is rarely possible to change the Layer 2 protocol to a less bandwidth-intensive protocol.  The 
protocol is usually fundamental to the data network design and it is unlikely that this can be changed. 
  
 
2.9  Type of data connection 
 
The type of data network used will have a big affect on the voice quality.  The reasons for this are described 
above (eg. Bandwidth, delay, etc).   
 
A brief description of some of the typical data network types is shown below. 
 
Name Typical Bandwidth 

(may vary) 
Advantages Disadvantages 

Leased line  
 - Kilostream 
 - Megastream 

 
64Kbps – 768Kbps 
1Mbps – 2Mbps 

- Guaranteed bandwidth 
- No contention 
- Reliable 
 

- Expensive 
- Distance limitations 

LES  
(LAN Extension Service) 

10Mbps 
100Mbps 
1Gbps 

- Guaranteed bandwidth 
- High throughput 
- Reliable 
- No contention 

- Both ends must be located  
on same Telephone 
Exchange 
- Expensive 
  

Frame Relay 
 

Up to 2Mbps (UK) - Widely available 
(commonly used for 
international connections) 
 

- Expensive 

ADSL 
(Asymmetric Digital Subscriber Line) 
 

Upstream 256Kbps 
Downstream 2Mbps 

- Inexpensive - Contention (shared 
bandwidth) 
- No bandwidth guarantees 
- Delay varies dependant on 
Internet conditions 
- Unreliable 
- Asymmetric bandwidths 
 

SDSL 
(Symmetric Digital Subscriber Line) 
 

512Kbps – 4Mbps - Symmetric bandwidth (not 
limited to 256Kbps 
upstream) 
 

- Availability – only certain 
areas are SDSL enabled 
- Contention (shared 
bandwidth) 
- No bandwidth guarantees 
- Delay varies dependant on 
Internet conditions 
- Unreliable 
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BT Baseband 
 - EPS 8 (4-wire) 
 - EPS 9 (2-wire) 
 

Depends on cable 
quality and distance 
between endpoints 
(up to 2Mbps) 
 

- Inexpensive 
- No contention 

- Both ends must be located  
on same Telephone 
Exchange 
- Bandwidth depends on 
cable quality and distance 
between endpoints – can be 
relatively low 
 

Wireless LAN 
 

Typically up to 
11Mbps 

- Inexpensive (running 
costs) 

- Can be unreliable 
- Limited distance 
- Difficult to implement QoS 
 

ISDN 
(Integrated Services Digital 
Network) 

64Kbps per “B” 
channel 

- Inexpensive (install) 
- Guaranteed bandwidth 
- No contention 
- Reliable 
 

- Not an “always on” solution 
- Limited speed 
- High call costs 
 

Note:  These services may not be available in your country 
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3)  Implementing QoS 
 
We have seen some of the problems associated with Voice Quality in Section 2.  This section looks at how 
QoS can be implemented on data networks to provide the “best case” for VoIP traffic.   
 
It should be noted that not all network hardware supports QoS and each manufacturer will have their own 
methods of implementing QoS.  The explanations below are intended to be as generic as possible.  The 
installer/maintainer of the data network should be familiar with the QoS characteristics of their equipment and 
should be able to configure the equipment accordingly. 
 
The term Quality of Service is commonly used to describe the actual implementation of Prioritisation on network 
hardware.  This prioritisation (at Layer 2 and Layer 3 of the OSI model) is described below. 
 
 
3.1  What is Prioritisation? 
  
When data is transmitted through a network it will typically encounter “bottlenecks”.  This is where the amount 
of available bandwidth is reduced, or the amount of data increases.  This means that the packet delivery is 
affected. 
 
Consider data communication between the two computers shown in the diagram below.  The Hosts are capable 
of transmitting data at 100Mbps.  When a packet from Host A (destined for Host B) reaches the router, the 
available bandwidth is reduced to 256Kbps and the packet flow must be reduced.  This is an example of a 
bottleneck.  
 
 

 
 
 
In this case there is only one host on each end of the network which is unrealistic.  In reality there would be 
many hosts all sending data over the narrow bandwidth.  This means that the routers must buffer the packets 
and transmit them over the Kilostream as efficiently as possible.  When this occurs, certain packets will be 
dropped by the router and some packets will be delayed. 
 
For most data applications this packet loss/delay is not critical.  For example, it is unlikely to be noticed if an 
email takes 1 second or 5 seconds to be transmitted.  When VoIP is implemented, this loss/delay has a 
massive impact on the voice quality.  There will be gaps in speech, distortion and delay – all of which are 
unacceptable for voice traffic. 
 
To avoid this problem, it is possible to prioritise the VoIP packets.  This means that the router will examine all 
packets received, determine what priority level the packet has, and then forward it accordingly.   This of course 
means that the “data1” will be assigned lower priority and the “voice” will be transmitted before it.  This can have 
a negative impact on the “data” network if lots of “voice” is transmitted. 
                                                 
1 Note that this description discusses “voice” and “data”.   These terms are commonly used when describing QoS, although 
in the case of VoIP, the voice is actually converted to IP and transmitted as data.   Therefore, everything transmitted on a 
Data Network is data, but logically we think of this as “voice” and “data” traffic. 
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The diagram below shows how a “voice” and “data” network may be implemented. 
 

 
 
 
 
Once the router has been configured for QoS, it will examine incoming packets and allocate the relevant priority 
to the packet.  The diagram below shows the effect that Priority Queuing would have on “voice” and “data” 
networks.  The packets arrive randomly and are processed and output according to the QoS policy – in this 
case VoIP traffic is output first. 
 
 
 
 

 
 
 
 
To enable this type of queuing it is necessary to: 
 

a) configure the VoIP equipment to mark its packets with a specific value so that the switches/routers can 
identify that it is “voice”  -  known as Marking 

b) configure the network equipment to recognise the difference between the different “Marked” packets – 
known as Classification.  Ie. Inform the router what a “voice” packet looks like. 

c) configure the network equipment to give priority to the packets that have been classified as “voice” – 
known as Priority Queuing 
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3.2  Layer 2 QoS (802.1pq) 
 
QoS is most commonly implemented at Layer 3 of the OSI model.  This layer deals with IP addresses, and is 
usually handled by Routers.  However, sometimes it is necessary to implement Layer 2 QoS – usually in large 
LAN environments with many IP phones.  
 
Layer 2 devices work with Ethernet frames (encapsulated IP packets) rather than IP addresses.  These devices 
are usually Switched Hubs (Switches).  As the IP header information is encapsulated, the Switched Hubs are 
not able to reference the Type of Service (see: Layer 3 QoS) field in the IP header to determine the priority of a 
frame 
 
Layer 2 QoS uses the Priority field of the Ethernet frame.   This field is three bits long and can have 8 possible 
values (000 to 111 in binary).   Some switches can be configured to prioritise traffic based on these values.  
This field is only available if the Ethernet device is configured for VLAN (IEE802.1q) operation (VLAN is outside 
the scope of this document). 
 
 
Protocol Structure - IEEE 802.1p: LAN Layer 2 QoS 
 
The diagram below shows the format of an Ethernet frame, and the User Priority field that is used for Layer 2 
QoS. 
 

  

IEEE 802.1Q Tagged Frame for Ethernet: 

7  
bytes 

1 
byte 

6 
bytes 

6 
bytes 

2 
bytes 

2 
bytes 

2 
bytes 

42 - 1496 
bytes 

4 
bytes 

Preamble 
SFD DA SA TPID TCI 

Type 
Length 

Data CRC 

 
 
 

Expanded view of TCI Field 

3bits 1bit 12bits 

User Priority CFI Bits of VLAN ID (VID) to identify possible VLANs 

 
Preamble (PRE) - The PRE is an alternating pattern of ones and zeros that tells receiving stations that a frame is 
coming, and that provides a means to synchronize the frame-reception portions of receiving physical layers 
with the incoming bit stream.  
Start-of-frame delimiter (SFD) - The SOF is an alternating pattern of ones and zeros, ending with two 
consecutive 1-bits indicating that the next bit is the left-most bit in the left-most byte of the destination address.  
Destination address (DA) - The DA field identifies which station(s) should receive the frame.  
Source addresses (SA) -  The SA field identifies the sending station.  
TPID - defined value of 8100 in hex. When a frame has the EtherType equal to 8100, this frame carries the tag 
IEEE 802.1Q / 802.1P. 
TCI - Tag Control Information field including user priority, Canonical format indicator and VLAN ID.  
User Priority - Defines user priority, giving eight priority levels. IEEE 802.1P defines the operation for these 3 
user priority bits.  
CFI - Canonical Format Indicator is always set to zero for Ethernet switches. CFI is used for compatibility 
reason between Ethernet type network and Token Ring type network.  
VID - VLAN ID is the identification of the VLAN, which is basically used by the standard 802.1Q. It allows the 
identification of 4096 VLANs.  
Length/Type - This field indicates either the number of MAC-client data bytes that are contained in the data field 
of the frame, or the frame type ID if the frame is assembled using an optional format.  
Data - Is a sequence of bytes of any value. The total frame minimum is 64bytes.  
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Frame check sequence (FCS) - This sequence contains a 32-bit cyclic redundancy check (CRC) value, which is 
created by the sending MAC and is recalculated by the receiving MAC to check for damaged frames. 
 
 
Example Ethernet Frame with Layer 2 QoS enabled 
 
The example below shows an Ethernet Frame containing one RTP (speech) packet.  The Frame has been 
VLAN tagged, has a VLAN ID of 99 and a VLAN Priority of 5.  It is also possible to see that the Layer 3 QoS 
has not been set. 
 
 
Source         Destination     Protocol 
172.16.0.101   172.16.0.21     RTP      
Info 
Payload type=ITU-T G.729, SSRC=701655963, Seq=28165, Time=21520 
 
Frame 160 (78 bytes on wire, 78 bytes captured) 
    Arrival Time: Jan 18, 2005 13:55:44.842738000 
    Time delta from previous packet: 0.008241000 seconds 
    Time since reference or first frame: 2.910072000 seconds 
    Frame Number: 160 
    Packet Length: 78 bytes 
    Capture Length: 78 bytes 
Ethernet II, Src: 00:60:b9:c6:6e:45, Dst: 00:60:b9:c1:ab:a3 
    Destination: 00:60:b9:c1:ab:a3 (Nitsuko_c1:ab:a3) 
    Source: 00:60:b9:c6:6e:45 (Nitsuko_c6:6e:45) 
    Type: 802.1Q Virtual LAN (0x8100) 
802.1q Virtual LAN 
    101. .... .... .... = Priority: 5      (Layer 2 Priority = 5) 
    ...0 .... .... .... = CFI: 0 
    .... 0000 0110 0011 = ID: 99 
    Type: IP (0x0800) 
Internet Protocol, Src Addr: 172.16.0.101 (172.16.0.101), Dst Addr: 172.16.0.21 (172.16.0.21) 
    Version: 4 
    Header length: 20 bytes 
    Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00) 
        0000 00.. = Differentiated Services Codepoint: Default (0x00) 
        .... ..0. = ECN-Capable Transport (ECT): 0 
        .... ...0 = ECN-CE: 0 
    Total Length: 60 
    Identification: 0x0086 (134) 
    Flags: 0x00 
        0... = Reserved bit: Not set 
        .0.. = Don't fragment: Not set 
        ..0. = More fragments: Not set 
    Fragment offset: 0 
    Time to live: 30 
    Protocol: UDP (0x11) 
    Header checksum: 0x4391 (correct) 
    Source: 172.16.0.101 (172.16.0.101) 
    Destination: 172.16.0.21 (172.16.0.21) 
User Datagram Protocol, Src Port: 10022 (10022), Dst Port: 10020 (10020) 
    Source port: 10022 (10022) 
    Destination port: 10020 (10020) 
    Length: 40 
    Checksum: 0x0581 (correct) 
Real-Time Transport Protocol 
    Stream setup by SDP (frame 1) 
        Setup frame: 1 
        Setup Method: SDP 
    10.. .... = Version: RFC 1889 Version (2) 
    ..0. .... = Padding: False 
    ...0 .... = Extension: False 
    .... 0000 = Contributing source identifiers count: 0 
    0... .... = Marker: False 
    .001 0010 = Payload type: ITU-T G.729 (18) 
    Sequence number: 28165 
    Timestamp: 21520 
    Synchronization Source identifier: 701655963 
    Payload: 76AC9D7AB6ACE2510B3A3338646DA738... 
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3.3  Layer 3 QoS 
 
QoS is most commonly implemented at Layer 3.  This allows the VoIP packets to be prioritised by routers, 
before they are forwarded to their next hop.  
 
Layer 3 QoS uses the Type of Service (ToS) field of the IP packet.  This is an 8 bit field in the header of the IP 
packet.  The field can be used by Diffserv or IP Precedence.  Although these are two different standards, the 
actual field in the IP packet is the same - it is just the value that differs.  
 
Please note that by QoS will not function just by utilizing the ToS field (ie. Marking the VoIP packets).  It is an 
end-to-end process and requires configuration on all networking devices.  Packet Marking is the first step in this 
process and is often the only step that the NEC Infrontia dealer will perform. 
 
 
Protocol Structure - IP/IPv4 Header (Internet Protocol version 4) 

 
 

4 bits 4 bits 8 bits 16 bits  

Version  IHL  Type of service  Total length  

Identification  Flags  Fragment offset  

Time to live  Protocol  Header checksum  

Source address  

Destination address  

Option + Padding  

Data  

 
 

Type of Service field (Diffserv) 

6 bits 2 bits 

Differentiated Services Code Point 
ECN 

(Not QoS related) 

 
Type of Service field (IP Precedence) 

3 bits 1 bit 1 bit 1 bit 2 bits 

IP Precedence Value  Delay Throughput Reliability Currently Un-used 

 
 
Version - the version of IP currently used.  
IP Header Length (IHL) - datagram header length. Points to the beginning of the data. The minimum value for a correct 
header is 5.  
Type-of-Service - Indicates the quality of service desired by specifying how an upper-layer protocol would like a current 
datagram to be handled, and assigns datagrams various levels of importance. This field is used for the assignment of 
Precedence, Delay, Throughput and Reliability.  
Total Length - Specifies the length, in bytes, of the entire IP packet, including the data and header. The maximum length 
could be specified by this field is 65,535 bytes. Typically, hosts are prepared to accept datagrams up to 576 bytes.  
Identification - Contains an integer that identifies the current datagram. This field is assigned by sender to help receiver to 
assemble the datagram fragments.  
Flags - Consists of a 3-bit field of which the two low-order (least-significant) bits control fragmentation. The low-order bit 
specifies whether the packet can be fragmented. The middle bit specifies whether the packet is the last fragment in a series 
of fragmented packets. The third or high-order bit is not used.  
Fragment Offset - This 13 bits field indicates the position of the fragment's data relative to the beginning of the data in the 
original datagram, which allows the destination IP process to properly reconstruct the original datagram.  
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Time-to-Live - It is a counter that gradually decrements down to zero, at which point the datagram is discarded. This keeps 
packets from looping endlessly.  
Protocol - Indicates which upper-layer protocol receives incoming packets after IP processing is complete.  
Header Checksum - Helps ensure IP header integrity. Since some header fields change, e.g., Time To Live, this is 
recomputed and verified at each point that the Internet header is processed.  
Source Address-Specifies the sending node.  
Destination Address-Specifies the receiving node.  
Options - Allows IP to support various options, such as security.  
Data - Contains upper-layer information. 
 
 
3.4  IP Precedence 
 
IP Precedence is a QoS method that combines a priority value with three different on/off parameters; Delay, 
Throughput, and Reliability. 
 
Using the ToS bits, you can define up to 8 classes of service. Other devices configured throughout the network 
can then use these bits to determine how to treat the packet in regard to the type of service to grant it. These 
other QoS features can assign appropriate traffic-handling policies including congestion management and 
bandwidth allocation. By setting IP Precedence levels on incoming traffic and using them in combination with 
QoS queuing features, you can create differentiated service.  
 

Type of Service field (IP Precedence) 

3 bits 1 bit 1 bit 1 bit 2 bits 

IP Precedence Value  Delay Throughput Reliability Currently Un-used 

 
IP Precedence Value 
Value Binary Value Description 
0 000 Routine. 
1 001 Priority. 
2 010 Immediate. 
3 011 Flash. 
4 100 Flash override. 
5 101 CRITIC/ECP. 
6 110 Internetwork control. 
7 111 Network control. 
 
Delay 
Value Description 
0 Normal delay. 
1 Low delay. 
 
Throughput 
Value Description 
0 Normal throughput. 
1 High throughput. 
 
Reliability 
Value Description 
0 Normal reliability. 
1 High reliability. 
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3.5  Diffserv (Differentiated Services) 
 
Differentiated Services (Diffserv) is a method of utilising ToS field in an IP header.  Diffserv is now commonly 
used instead of IP Precedence as it provides greater flexibility.  This method uses 6 bits of the ToS field to 
determine the priority – which provides up to 64 possible values.  The combination of binary digits is known as 
the Diffserv Codepoint (DSCP) 
 
 

6 bits 2 bits 

Differentiated Services Code Point 
ECN 

(Not QoS related) 

 
 
The example below shows an Ethernet Frame containing one RTP (speech) packet.  The IP Packet has the 
ToS field set to 101000 (binary) which is the equivalent of Class Selector 5.  The router(s) in this network 
should be programmed to prioritise based on CS5.   
 
 
Source           Destination        Protocol 
172.16.0.21      172.16.0.101       RTP       
Info 
Payload type=ITU-T G.729, SSRC=732771006, Seq=30885, Time=20560 
 
Frame 159 (65 bytes on wire, 65 bytes captured) 
    Arrival Time: Jan 18, 2005 13:55:44.834497000 
    Time delta from previous packet: 0.000445000 seconds 
    Time since reference or first frame: 2.901831000 seconds 
    Frame Number: 159 
    Packet Length: 65 bytes 
    Capture Length: 65 bytes 
Ethernet II, Src: 00:60:b9:c1:ab:a3, Dst: 00:60:b9:c6:6e:45 
    Destination: 00:60:b9:c6:6e:45 (Nitsuko_c6:6e:45) 
    Source: 00:60:b9:c1:ab:a3 (Nitsuko_c1:ab:a3) 
    Type: IP (0x0800) 
Internet Protocol, Src Addr: 172.16.0.21 (172.16.0.21), Dst Addr: 172.16.0.101 (172.16.0.101) 
    Version: 4 
    Header length: 20 bytes 
    Diff Services Field: 0xa0 (DSCP 0x28: Class Selector 5; ECN: 0x00) 
        1010 00.. = Diff Services Codepoint: Class Selector 5 (0x28) 
        .... ..0. = ECN-Capable Transport (ECT): 0 
        .... ...0 = ECN-CE: 0 
    Total Length: 44 
    Identification: 0x0069 (105) 
    Flags: 0x00 
        0... = Reserved bit: Not set 
        .0.. = Don't fragment: Not set 
        ..0. = More fragments: Not set 
    Fragment offset: 0 
    Time to live: 30 
    Protocol: UDP (0x11) 
    Header checksum: 0x431e (correct) 
    Source: 172.16.0.21 (172.16.0.21) 
    Destination: 172.16.0.101 (172.16.0.101) 
User Datagram Protocol, Src Port: 10020 (10020), Dst Port: 10022 (10022) 
    Source port: 10020 (10020) 
    Destination port: 10022 (10022) 
    Length: 24 
    Checksum: 0x5293 (correct) 
Real-Time Transport Protocol 
    Stream setup by SDP (frame 112) 
        Setup frame: 112 
        Setup Method: SDP 
    10.. .... = Version: RFC 1889 Version (2) 
    ..1. .... = Padding: True 
    ...0 .... = Extension: False 
    .... 0000 = Contributing source identifiers count: 0 
    0... .... = Marker: False 
    .001 0010 = Payload type: ITU-T G.729 (18) 
    Sequence number: 30885 
    Timestamp: 20560 
    Synchronization Source identifier: 732771006 
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    Payload: 3ED0 
    Padding data: 00 
    Padding count: 2 
 

 
 
3.6  Comparison of IP Precedence and Diffserv Values 
 
As stated earlier, IP Precedence and Diffserv use the same field in the IP header to mark packets.  It is 
possible to have the same ToS value for either method which means that the two methods can work alongside 
each other.   
 
For example, if the VoIP equipment supports IP Precedence and the router can only prioritise using the DSCP 
they can be set to the same value, as per the table below: 
 
DSCP 
Decimal 

DSCP 
Binary IP Precedence Description 

0 000000 0 Class Selector 0 

1 000001   

2 000010   

3 000011   

4 000100   

5 000101   

6 000110   

7 000111   

8 001000 1 Class Selector 1 

9 001001   

10 001010  AF11 (Assured Forwarding) 

11 001011   

12 001100  AF12 (Assured Forwarding) 

13 001101   

14 001110  AF13 (Assured Forwarding) 

15 001111   

16 010000 2 Class Selector 2 

17 010001   

18 010010  AF21 (Assured Forwarding) 

19 010011   

20 010100  AF22 (Assured Forwarding) 

21 010101   

22 010110  AF23 (Assured Forwarding) 

23 010111   

24 011000 3 Class Selector 3 

25 011001   

26 011010  AF31 (Assured Forwarding) 

27 011011   

28 011100  AF32 (Assured Forwarding) 

29 011101   

30 011110  AF33 (Assured Forwarding) 

31 011111   
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32 100000 4 Class Selector 4 

33 100001   

34 100010  AF41 (Assured Forwarding) 

35 100011   

36 100100  AF42 (Assured Forwarding) 

37 100101   

38 100110  AF43 (Assured Forwarding) 

39 100111   

40 101000 5 Class Selector 5 

41 101001   

42 101010   

43 101011   

44 101100   

45 101101   

46 101110  EF (Expedited Forwarding) 

47 101111   

48 110000 6 Class Selector 6 

49 110001   

50 110010   

51 110011   

52 110100   

53 110101   

54 110110   

55 110111   

56 111000 7 Class Selector 7 

57 111001   

58 111010   

59 111011   

60 111100   

61 111101   

62 111110   

63 111111   

 
 
3.7  Example Configurations 
 
The diagram below shows a common network scenario and an example of a Cisco router configuration. 
 
Note: 
This document aims to provide a general description of VoIP technology without discussing individual 
manufacturers solutions.  However, this sample configuration has been provided as it is a common scenario 
and is a good example of how QoS can be implemented on a router. 
 
NEC Infrontia do not endorse or provide support on any third party equipment unless it is supplied by NEC.  
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The configuration file below shows the London Cisco 2621 router configuration.  Some unrelated configuration 
has been removed.  A description of some of the key commands can be found below the configuration. 
 
 
Current configuration : 2023 bytes 
! 
version 12.3 
hostname Cisco2621 
! 
class-map match-any VoIPClass     (1) 
  match ip dscp cs5       (2)  
 policy-map VoIPPolicy      (3)    
  class VoIPClass     (4) 
   priority 50     (5) 
  class class-default    (6) 
   fair-queue      (7) 
! 
interface FastEthernet0/0 
 description Connects to London LAN 
 ip address 192.168.1.1 255.255.255.0 
! 
interface Serial0/0 
 description Connects to Dublin via Kilostream 
 bandwidth 256     (8) 
 ip address 10.0.0.1 255.255.0.0 
 service-policy output VoIPPolicy   (9) 
 encapsulation ppp 
! 
ip route 0.0.0.0 0.0.0.0 10.0.0.2 
 
 
Explanation 
 
1)  Defines a Class Map called VoIPClass 
2)  Matches any packets that have the ToS field set to IP Precedence 5 / DSCP 40 and assigns them to 
VoIPClass 
3)  Defines a Policy Map called VoIPPolicy 
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4)  Creates a Class called VoIPClass and assigns this to the VoIPPolicy 
5)  Allocates 50Kbps of bandwidth to the VoIPClass 
6) and 7)  Determines that any data that does not match VoIPClass should be processed using the “fair-queue” 
method (ie. No prioritisation) 
8)  Determines the amount of bandwidth available on the Serial interface – essential for the QoS calculations 
9)  Applies the VoIPPolicy to any packets that exit the serial interface.  This means that data being received 
(input) will not use this policy. 
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4)  Other Issues Affecting VoIP 
 
 
4.1  Internet Based Connections 
 
Internet-based connections are becoming increasingly popular.  This is mainly due to the speed and cost of 
xDSL and cable modem connections.  For data applications, these types of connection are generally 
acceptable.  For Voice over IP applications there are several issues that should be taken into consideration. 
 
Asymmetric data rates: 
 
On many internet based connections, there are different data rates for upstream and downstream. For example 
1Mbps down and 256Kbps up. This works well for internet access, as generally you download files from the 
internet to your PC and transmit less information in the other direction.  For VoIP, speech uses the same 
amount of bandwidth in both directions, which means that the amount of simultaneous calls cannot exceed the 
amount of “upstream” bandwidth available.   
 
Contention: 
 
Most internet based connections specify a “contention ratio”.  This is typically 50:1 for home users or 20:1 for 
business users.  This specifies the number of users subscribed to a single connection to the ISP.  This means 
that you share the bandwidth with other users on the internet which means that the speeds that you are quoted 
are not necessarily accurate - you will receive less than these figures. 
 
Note that it is unlikely that all of the subscribers will be using a connection at any one time, so these figures are 
not quite as bad as they first seem. 
 
NAT: 
 
Usually, the equipment that your ISP provides (cable modem, ADSL router, etc.) will use Network Address 
Translation.  This allows several devices to share one public IP address.  The issues relating to the use of NAT 
are outlined in “Firewalls and NAT” below. 
 
VPN: 
 
Due to the use of NAT, and non-routable IP addressing, it is necessary to implement a VPN solution.  This is 
outlined in “VPN Tunneling” below. 
 
QoS: 
 
As discussed earlier, it is essential to have some form of Quality of Service implemented.  With internet based 
connections, we are not in control of the many routers, switches and other network hardware that reside 
between our two VoIP endpoints.  This means that we are unable to specify any QoS parameters on these 
devices. 
 
The only point in which we can control the QoS is at the VPN or firewall.  This allows us to prioritise VoIP traffic 
over any other data that we send out to the internet.  This helps to maintain reasonable quality speech - but 
once the data has exited the local router/cable modem it is at the mercy of the internet. 
 
Summary: 
 
When implementing Aspire IP over internet based connections it is very important that these factors are 
considered, and that the customer is made aware that you (the installer) or NEC Infrontia cannot be held 
responsible for any quality issues experienced. 
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4.2  Firewalls 
 
Network security is always a concern when connecting the LAN (Local Area Network) to the WAN (Wide Area 
Network). There are many ways to integrate security within the network - the most popular of which at Firewalls 
and Proxy servers. 
 
Firewalls 
Firewalls can be implemented in both hardware and software, or a combination of both. Firewalls are frequently 
used to prevent unauthorised Internet users from accessing private networks connected to the Internet, 
especially intranets. All messages entering or leaving the intranet pass through the firewall, which examines 
each message and blocks those that do not meet the specified security criteria.  
 
Proxy Server 
Proxy server intercepts all messages entering and leaving the network. The proxy server effectively hides the 
true network address.  
 
What should be noted is that no matter which security measure is implemented, the VoIP will have to have 
TCP/UDP ports open within the security wall (eg. firewall/proxy) in order for the media and control streams to 
flow. If any of the points within the network prevent the ports from flowing from end to end, the VoIP application 
will not work.  
 
The ports that need to be “open” on the firewall/proxy vary depending on the particular application being used, 
and the manufacturer of the equipment.  A list of these ports is available in the relevant NEC product manual, 
however it should be noted that the preferred solution would be to allow all ports for the VoIP device to be 
open, or for the VoIP device to be located outside of the firewall. 
 
 
4.3  Network Address Translation (NAT) 
 
Network Address Translation is a technology that has been developed to enable several users to share one 
single Public IP address.  This is partially in response to the lack of Public IP addresses. 
 
Most of our home networks are NAT enabled.  For example, you may have a DSL connection with one Public 
IP address, but want to have multiple computers/devices connected to the Internet. NAT integration within your 
switch or router provides a mapping of internal (private) IP addresses to public addresses (routable addresses) 
therefore allowing you the capability of having a multitude of different devices (nodes) connected to one 
routable address.  
 
This re-routing of IP address from one address (private address) to another (Public Address) and the allowing 
of only selected ports to be opened create problems for the VoIP.   
 
When a VoIP terminal receives a VoIP packet from a far-end site, the voice application routes information back 
to the far-end based on the embedded address. With the ports and addressing for the VoIP packets being 
defined at a layer to which the NAT device doesn't operate, a problem is created due to the addresses not 
matching and the correct ports not opening in the NAT device.  
 
The diagram below aims to illustrate this problem: 
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In order to resolve the NAT issues mentioned, the VoIP communication packets must be preconditioned for a 
VPN protocol before exiting from a NAT enabled network.   
 
The Virtual Private Networks (VPN) section below describes how VPNs achieve this.  
 
 
4.4  Virtual Private Networks (VPN) 
 
A Virtual Private Network is a private data network that maintains privacy through the use of a tunneling 
protocol and security procedures. Allowing for remote networks (including VoIP devices), which reside behind 
NAT's and/or Firewalls to communicate freely with each other.  In Aspire VoIP networks, implementation of 
VPNs can resolve the issues with NAT that are described in the previous section. 
 
The idea of the VPN is to connect multiple networks together using public (ie. internet) based connections.  
This type of connection is ideal for those commuters, homeworkers, or small branch offices needing 
connectivity into the corporate backbone.  It is possible to connect these remote networks together using 
private links (such as leased lines, ISDN, etc.) but this can be very expensive and there is now a high demand 
for low cost internet connectivity. 
 
Companies today are looking at using a VPN for a variety of connectivity solutions, such as: 
 
Remote User to Corporate Site VPN 
Allows employees to use their local ISP's fastest connection such as cable modems or DSL. For traveling 
users, all they would need to do is dial into their ISP's local phone number. 
  
Site-to-site VPN 
Allows companies to make use of the Internet for the branch-to-branch connections, cutting the cost of the 
expensive point to point leased line service.  
 
Extranet 
Extranet describes one application using VPN technology. The concept is that a company and a 
vendor/supplier can access network resources at each site.  For example, a customer may have access to a 
suppliers intranet for access to product information 
 
VPNs can be implemented in hardware or software.  For single users, such as traveling sales personnel may 
have a software based VPN client on their laptop computer.  This would connect back to the Head Office VPN 
server.  For larger sites, the VPN would typically be implemented using a hardware VPN - this is often 
incorporated in to a firewall solution. 
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The diagram below shows an example of how a VPN tunnel may be implemented.  The dotted lines show the 
tunnels that have been created through the internet.  Each network can connect to the others as though they 
are connected with private connections (kilostream, etc.), without the issues relating to NAT. 
 
  

 
 
 
Conclusion 
 
When IP address translation is applied to a VoIP packet, the application fails and the communication path is 
broken. VoIP packets contain the IP address information and the ports used as part of its payload. When NAT 
(Network Address Translation) is applied, only the header parameter is changed, not the payload data that 
affects the process of data packets within the VoIP switch and terminal. In order to support the addressing and 
port fluctuation that occurs when System IP Phones are deployed in remote facilities, VPN services are 
required.  
 
Three most common scenarios for remote IP deployment are as follows;  
 
1) Implementation of a System IP Phone behind a NAT talking to an Aspire that has a public IP address. This 
would be a scenario where a telecommuter or a branch office talking to the Aspire at the central site. 
  
2) Implementation of a System IP Phone with a public IP address talking with an Aspire behind NAT. An 
example would be a telecommuter.  
 
3) Implementation of a System IP Phone behind a NAT, which connects to the internet, terminating into an 
Aspire behind a different NAT.  
 
When selecting VPN equipment it is important to consider Quality of Service.  Generally VPN hardware is 
connected to internet connections which are unreliable and out of the control of the customer.  (See: Internet 
Based Connections).  However, it is possible to set prioritisation on some VPN units for voice traffic.  This does 
not solve the unreliability of the internet, but helps to ensure that the data traffic to and from your LAN do not 
impair the quality of the voice traffic.  (QoS is discussed in the Quality of Service section above).  
 
It is highly recommended that any VPN hardware used for VoIP has the facility to prioritise voice traffic. 
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5)  Troubleshooting 
 
5.1  Introduction 
 
This section aims to provide some helpful tips to perform Voice Over IP troubleshooting.   
 
The first step in resolving any issues would be to read through the relevant manuals/documentation and refer to 
the example configurations.  If you are unable to resolve the issue using the documentation it may be helpful to 
use the tools outlined below. 
 
 
5.2  PING 
 
This is one of the most useful tools available to troubleshoot IP connectivity.  PING is a standard component of 
Microsoft Windows and is also implemented on the System IP Phones.  PING sends a small IP packet to a 
specified destination and waits for a response back. 
 
It should be possible to ping System IP Phones, the NTCPU, VoIPU and any other devices on the network. 
When you send a ping, you wait for a reply.  If you do not receive a reply, the ping response  “times-out”.  This 
indicates a connection problem. 
 
The ping traces below show these two conditions: 
 
 
Successful PING 
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Unsuccessful PING: 
 

 
 
 
If you are unable to ping a device it may mean that either the source or destination device: 

�� is not configured correctly 
�� is not connected to the LAN (eg. cable disconnected) 
�� has a developed a fault 

or any device in between the source or destination may be faulty (eg. routers)     
 
 
Pinging from a PC 
The command syntax for ping is: 
 
ping [-t] [-n count] [-l size] target 
 
-t (optional)    continually sends PING requests until Ctrl-C is pressed to cancel 
-n (optional)  sends a specified number of PING requests 
-l (optional)  sends packets of a specified size (bytes) 
target   the destination IP address or host name   
 
Note that there are other options available with the Microsoft Windows implementation of ping.  The most 
commonly used options are listed above. 
 
Examples: 
ping 192.168.2.100 -t   Continually pings 192.168.2.100 until Ctrl-c pressed 
ping 192.168.2.100 -n 10 -l 40  Sends ten 40-byte packets to 192.168.2.100 
ping 192.168.2.100   Sends four 32-byte packets (default) to 192.168.2.100 
 
 
Pinging from an Aspire System IP Phone 
The System IP Phone has a version of ping within the Maintenance Menu. 
 

�� Enter Maintenance Mode (HOLD, CONF, *, #, HOLD, #, 0) 
�� Press 0 (Second level menu) 
�� Press 1 (ping menu 

 
There are four options available: 
1. Echo request Start  Starts the ping process using the settings in option 2-4 
2. Destination address  The target destination IP Address 
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3. Request count  The number of pings to send (either 4, or endless) 
4. Reply Timer   This sets the amount of time to wait for a reply (in ms) before timeout 
 
 
An example of ping usage: 
 
A System IP Phone unsuccessfully attempts to connect to the Aspire as shown below: 

 
 
 
From the diagram above we can see that there are several devices that could cause this connection problem: 
 

�� System IP Phone (192.168.1.100) 
�� Local Hub 
�� Local router (192.168.1.1) 
�� Leased line 
�� Remote Router (192.168.2.1) 
�� Remote Hub 
�� Aspire NTCPU 

 
You will see that by pinging from the System IP Phone and PCs, we can work out where the problem lies by 
process of elimination.  We start by pinging the nearest device and working outwards towards our intended 
destination 
 
Examples: 
 
�� The System IP Phone can successfully ping all devices up to and including the local router.  Anything 

beyond that point fails.  This would suggest that the Leased Line or remote router has a problem. 
�� The local PC (192.168.1.101) can ping all devices apart from the System IP Phone.  The System IP Phone 

cannot ping anywhere.  This would suggest that there is a problem with the System IP Phone or its 
connection to the switch/hub. 

 
 
5.3  Packet Traces 
 
It is possible to use a packet trace utility (also known as “Sniffers”) to determine what data is being transmitted 
and received on an Ethernet network.  These can be particularly useful to determine the cause of connection 
issues or voice quality issues. 
 
The packet trace utility has to be run on a PC connected to the same hub (not a switched hub) that the Aspire 
or System IP Phone is connected to. 
 
There are many utilities available that will allow you to run a packet trace on a network.  One such utility is 
Ethereal.  This is a software application distributed under a GNU general public licence (see 
www.ethereal.com).  This allows the files to be captured and saved in a standard format for analysis later.  This 
utility is supplied on the Aspire Technical CD. 
 
A sample trace file is shown below. 
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6)  Glossary 
 
 
802.1p 
An IEEE standard for providing QoS using three bits (defined in 802.1q) to allow switches to reorder packets 
based on priority level. 
 
802.1q 
An IEEE standard for providing virtual LAN (VLAN) identification and QoS levels. Three bits are used to allow 
eight priority levels, and 12 bits are used to identify up to 4,096 VLANs. 
 
ADPCM 
Adaptive differential pulse code modulation. Process by which analog voice samples are encoded into high-
quality digital signals. 
 
Bit  
Binary Digit.  The smallest unit of data transmission (0 or 1) 
 
Broadband  
Descriptive term for evolving digital technology that provides consumers a single switch facility offering 
integrated access to voice, high-speed data service, video demand services, and interactive delivery services.  
 
BW  
Bandwidth. 
 
CBR 
Constant Bit rate. Constant bit rate. QoS class defined by the ATM Forum for ATM networks. CBR is used for 
connections that depend on precise clocking to ensure undistorted delivery. 
 
CELP  
Code excited linear prediction compression. Compression algorithm used in low bit-rate voice encoding. Used 
in ITU-T Recommendations G.728, G.729, G.723.1. 
 
Circuit Switching  
Circuit switching is a WAN switching method in which a dedicated Physical circuit through a carrier network is 
established, maintained, and terminated for each communication session. Used extensively in telephone 
company networks, operates much like a normal telephone call. 
 
CIR Committed Information rate.  
Rate at which a Frame Relay network agrees to transfer information under normal conditions, averaged over a 
minimum increment of time. CIR, measured in bits per second, is one of the key negotiated tariff metrics. 
 
CODEC  
In Voice over IP, Voice over Frame Relay, and Voice over ATM, a DSP software algorithm used to 
compress/decompress speech or audio signals. 
 
Compression  
Compression is used at anywhere from 1:1 to 12:1 ratios in VOIP applications to consume less bandwidth and 
leave more for data or other voice/fax communications. The voice quality may decrease with increased 
compression ratios.  
 
Connection-oriented  
Mode of communication in which a connection must be established between the transmitter and receiver before 
transmission of user data. This can be done by switching a circuit or by setting up a logical channel. A well-
known connection-oriented protocol is TCP. Connection-oriented is the opposite of connectionless.  
  
Connectionless  
Mode of communication in which a connection (circuit or logical channel) does not need to be set up for data 
transmission between the transmitter and receiver. It is the underlying protocol for packet-switched 
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transmission. The individual data packets can go from the transmitter to the receiver via different paths. A well-
known connectionless protocol is UDP.  
 
CRTP  
Compressed Real-Time Transmission Protocol- See RTP 
 
CS-ACELP  
Conjugate Structure Algebraic Code Excited Linear Prediction. CELP voice compression algorithm providing 8 
Kbps, or 8:1 compression, standardized in ITU-T Recommendation G.729. 
 
CSMA/CD  
Carrier Sense Multiple Access/Collision Detection This is the access procedure to the Ethernet in which the 
participating stations physically monitor the traffic on the line. If no transmission is taking place at the time the 
particular station can transmit. If two stations attempt to transmit simultaneously this causes a collision which is 
detected by all participating stations. After a random time interval the stations that collided attempt to transmit 
again. If another collision occurs the time intervals from which the random waiting time is selected are 
increased step by step. Networks using the CSMA/CD procedure are simple to implement but do not have 
deterministic transmission characteristics. The CSMA/CD method is internationally standardized in IEEE 802.3 
and ISO 8802.3.  
 
DID  
Direct Inward Dialing; The ability to make a telephone call directly into an internal extension without having to 
go through the operator.  Called DDI in some territories (Direct Dial In) 
 
Diffserv  
Differentiated Services; The Diffserv model divides traffic into a small number of classes to provide quality of 
service (QoS). 
 
DTMF  
Dual-Tone Multifrequency; The type of audio signals generated when you press the buttons on a touch-tone 
telephone. 
 
DSP  
Digital Signal Processor 
 
G.711  
Describes the 64-kbps PCM voice coding technique. In G.711, encoded voice is already in the correct format 
for digital voice delivery in the PSTN or through PBXs. Described in the ITU-T standard in its G-series 
recommendations. 
 
G.723.1  
Describes a compression technique that can be used for compressing speech or audio signal components at a 
very low bit rate as part of the H.324 family of standards. This CODEC has two bit rates associated with it: 5.3 
and 6.3 kbps. The higher bit rate is based on ML-MLQ technology and provides a somewhat higher quality of 
sound. The lower bit rate is based on CELP and provides system designers with additional flexibility. Described 
in the ITU-T standard in its G-series recommendations. 
 
G.729  
Describes CELP compression where voice is coded into 8-kbps streams. There are two variations of this 
standard (G.729 and G.729 Annex A) that differ mainly in computational complexity; both provide speech 
quality similar to 32-kbps ADPCM. Described in the ITU-T standard in its G-series recommendations. 
 
H.323  
Extension of ITU-T standard H.320 that enables videoconferencing over LANs and other packet-switched 
networks, as well as video over the Internet. 
 
IETF (Internet Engineering Task Force)  
One of two technical working bodies in the Internet Activities Board. The IETF meets three times a year to set 
technical standards for the Internet 
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IP  
Internet Protocol 
 
Jitter  
The variation in the amount of Latency among Packets being received  
 
Latency  
(Also called Delay) The amount of time it takes a Packet to travel from source to destination. Together, Latency 
and Bandwidth define the speed and capacity of a network.  
 
LAN  
A local area network (LAN) is a group of computers and associated devices that share a common 
communications line or wireless link and typically share the resources of a single processor or server within a 
small geographic area (for example, within an office building).  
 
Packet  
In data communication, the basic logical unit of information transferred.  
 
PBX  
Private Branch eXchange; An in-house telephone switching system that interconnects telephone extensions to 
each other as well as to the outside telephone network. 
 
PSTN  
Public Switched Telephone Network; The worldwide voice telephone network. 
 
Packet Switching  
Packet switching is a WAN switching method in which network devices share a single point-to-point link to 
transport packets from a source to a destination across a carrier network. 
 
PCM  
Pulse Coded modulation. 
 
QoS  
Quality of Service. Measure of performance for a transmission system that reflects its transmission quality and 
service availability. Standards based QOS for VoIP usually involves the implementation of Ethernet standards 
802.1p and 802.1q at layer 2 across an Ethernet. At layer 3, the IP standard Diffserv defines bits settings in the 
TOS (type of service) in the IP header which will identify packets as being associated with a specific service.  
 
RSVP  
Resource Reservation Protocol. Protocol that supports the reservation of resources across an IP network. 
Applications running on IP end systems can use RSVP to indicate to other nodes the nature (bandwidth, jitter, 
maximum burst, and so forth) of the packet streams they want to receive. RSVP depends on IPv6. Also known 
as Resource Reservation Setup Protocol. 
 
RTP  
Real-Time Transport Protocol. Real-Time Transport Protocol. One of the IPv6 protocols. RTP is designed to 
provide end-to-end network transport functions for applications transmitting real-time data, such as audio, 
video, or simulation data, over multicast or unicast network services. RTP provides services such as payload 
type identification, sequence numbering, time-stamping, and delivery monitoring to real-time applications. 
RTP   
 
RTCP  
RTP Control Protocol. Protocol that monitors the QOS of an IPv6 RTP connection and conveys information 
about the on-going session. See also RTP. 
 
SIP  
Session Initiation Protocol; A protocol that provides telephony services similar to H.323, but is less complex and 
uses less resources. 
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TCP (Transmission Control Protocol)  
Connection-oriented transport layer protocol that provides reliable full-duplex data transmission. TCP is part of 
the TCP/IP protocol stack.  
 
TOS  
Type of Service; A method of setting precedence for a particular type of traffic for QoS. 
 
Trunk  
A communications channel between two points, typically referring to large-bandwidth telephone channels 
between switching centers that handle many simultaneous voice and data signals. 
 
TDM  
Time-division multiplexing. In TDM, information from each data Channel is allocated bandwidth based on 
preassigned time slots, Regardless of whether there is data to transmit. 
 
TOS  
Type of Service. 
 
VAD  
Voice activity detection. When enabled on voice port or a dial peer, silence is not transmitted over the network, 
only audible speech. When VAD is enabled, the sound quality is slightly degraded, but the connection 
monopolizes much less bandwidth. 
 
VBR  
Variable bit rate. QoS class defined by the ATM Forum for ATM networks. VBR is subdivided into a real time 
(RT) class and non-real time (NRT) class. VBR (RT) is used for connections in which there is a fixed timing 
relationship between samples. VBR (NRT) is used for connections in which there is no fixed timing relationship 
between samples, but that still need a guaranteed QoS. 
 
 
 
  
 
 
 
 
 
 
Note: 
Not all items above are described in this manual. 
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